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Re: Privacy Roundtables — Comment, Project No. P095416

Dear Commissioners,

Thank you for planning the upcoming Exploring Privacy Roundtable Series to be held in
December 2009 through 2010. The World Privacy Forum supports the Commission's goal of

determining how consumers may use and benefit from modern technologies while retaining

robust privacy protections. It is an important balance to achieve, and one which does not

currently exist.

Our comments are focused on two areas, existing legal requirements and on consumer

expectations of privacy.

I. The Effectiveness of Existing Legal Requirements and Self-Regulatory Regimes

In its request for comments, the Commission asked: "Do the existing legal requirements and self

regulatory regimes in the United States today adequately protect consumer privacy interests?"

We will discuss Fair Credit Reporting Act and how it can be a model for new regulations, Fair
Information Practices, and joint regulation.

A. The FCRA Model for New Regulations

Perhaps the most successful — but not perfect — privacy law of longstanding is the Fair Credit
Reporting Act (FCRA). Congress passed the FCRA after years of persistence by a Senator who



understood (I) the essential importance of credit reports in the lives of consumers and in the

operation of the economy, and (2) the lack of any rights or due process for consumers in the
credit reporting system.

We now see history repeating itself with other forms of detailed and unregulated reporting about
consumers. The difference now is that the emphasis has shifted from the credit reporting system

to other areas. We have already seen an explosion of non-credit, unregulated consumer reporting.

Anyone can buy a dossier with personal information about almost any individual over the

Internet for a few dollars. Often based on public record information, these dossiers provide basic
identity, location, and history information about individuals. These dossiers are just a precursor

of what is to come in the online and offline world. One driver of these activities is online

advertising. We note that the stakes are not limited to advertising, nor to online; however, online

advertising bears some further discussion in this context.

The online advertising industry's behavioral targeting activities monitor various aspects of

computer usage, collecting information from largely unsuspecting consumers. The goal is to

serve more ads with somewhat improved efficiency. However, what is really occurring is an

expansion of consumer monitoring using new technology that lowers the cost of data collection.

In effect, behavioral targeting is closing the circle on consumer monitoring. It began with credit

reporting, which managed to overcome the costs of data collection in a pre-computerized world

because of the significant economic incentives. The development of later styles of consumer
non-credit profiling activities, with lower value, was possible only because the costs of data

collection were reduced by advances in technology.

The final step, also supported by low-cost technologies, is what we are calling "universal

consumer monitoring." We are aware that the phrase "universal consumer monitoring" can

sound like an overreach on first blush. We are using the phrase as a descriptor of monitoring that

captures online and offline information in a pervasive manner. Even the most information
conscious, privacy-sensitive consumer cannot escape being profiled through careful information

habits. In section II of these comments, we discuss this with concrete examples and in more

detail. For now, speaking in broader terms to set a frame for discussion of the FCRA, it is fair to

say that there is no limit to the amount of personal information that the advertising industry

wants.

Currently, the advertising industry wants to track and micro-target individuals as they use the

Internet. The narrow goal of more focused advertising will be served by recording every website

visited, every page reviewed, every ad served, every link clicked, and every interest expressed.

If tracking to this extent has not yet been proposed, it is only a matter of time until it will be.
The result of this sort of pervasive tracking, if it is allowed to occur, will be the creation of the

most detailed profiles yet on individuals, with plenty of crossover to offline data sources.

Other types of offline consumer monitoring, such as RFID, video surveillance, face recognition,

cell phone tracking, and traffic monitoring are also dropping in cost. In the service of better,
more efficient advertising, future consumer profiles and databases will include multiple sources

of information in addition to "online" information; this can include geo-location information,
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products that a consumer touched in a supermarket or retail store, retail items purchased in
person, and various business transactions such as activating a credit card. Commercial companies

have no incentive to discard data, and the costs of storage may be less than the costs of deletion.

Databases of consumer identities and transactions attract secondary users, and this is especially
the case as the database compilers seek to find new sources of revenue. Secondary users will

include government law enforcement at all levels, employers, insurance companies, schools,

public health authorities, litigants, landlords, parents, stalkers, and others. The information — like

credit reports — will be used to make basic decisions about the ability of individual to travel,

participate in the economy, find opportunities, find places to live, purchase goods and services,
and make judgments about the importance, worthiness, and interests of individuals. The

information will also be used to predict consumer behavior. This will all happen without the

knowledge or participation of consumers. Secondary use of unregulated, non-credit consumer

information is already commonplace without any consumer awareness, with the government
being perhaps the largest customer.

It is within bounds to predict that the result will be that individuals may be held accountable in

the future for every click they have made on a webpage. If offline tracking increases using new

technologies, this can extend to most places an individual goes, and most things an individual
does in the course of their daily lives. In Section II of these comments we give current examples

of consumers being profiled based on online and offline behavior, and having predictions made

about them based on their demographics and their behavior. Unless consumers take precautions

and often even if they do — the relentless compilation of the tiniest details of their online and

offline lives will be collected, compiled, sold, and exploited in ways that exceed anything that

has already happened.

Consumers are already being denied goods and services due to database profiles stored about

them. But politicians and government workers may be particularly vulnerable to the reputational

aspects of increased consumer profiling. Imagine what a confirmation hearing for a Supreme

Court Justice might be like in a few years, when the record of the nominee's "lifetime Web

activities" or complete Web search history or Experian Consumer Database File is demanded by

the Senate. Will there be a day when a casual or accidental click may prevent anyone from

fulfilling his or her personal ambitions? Will there be a day when a consumer database or

combination of consumer transactional databases are used to create a predictive modeling score

on a Supreme Court nominee?

If the government proposed to compile these sorts of files on citizens, there would be an outcry

from people on all sides of the political spectrum. Instead, the advertising and direct marketing

industry is developing this system without any public attention to the consequences. The
information compiled for advertising has no privacy protections today, and the industry is in

complete charge of the activity. The information collected can be sold to government users and

to anyone else because there are no rules that say otherwise.

We do have one prediction about how the dossiers and databases and the information they

contain will not be used: they will not be used for any activity that is regulated under the
FCRA. No dossier compiler will want to fall under the provision of the FCRA that provides
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individuals with access, correction, and other rights that dossier compilers find to be

inconvenient. That provides the key to the solution.

What is needed is an expansion of the FCRA and its principles to cover all consumer dossiers,

databases, and files available for use by anyone who might affect a consumer's rights, benefits,

privileges, or opportunities in government, commercial space, or on the Internet.

• Some dossier activities should be banned altogether.

• Other dossier activities should have strict time limits, much stricter than the seven years

allowed under the FCRA.

• The compilation of other information should be allowed only with the affirmative, time

limited consent of the data subject.

• Individuals should have the right to stop dossier activity and to force the absolute,

permanent, and immediate expungment of all dossiers.

• Dossiers associated with an individual should be banned for anyone under the age of 16,

and all dossiers on individuals should be expunged when they reach the age of majority.

• Consumers should have a right to see and change their dossiers at no cost.

The legislation needed to implement these ideas will not be easy. However, what is most
important is that we recognize the stakes in the current limited public debate about online

behavioral ad targeting. Those who are targeting consumers have no natural limit to the

information that they want to collect and exploit. They want to know everything that it is

possible to know about consumers so that they can serve better ads, target campaigns, sell more

products, categorize consumers into optimal groups for either pitching services or identifying
risky consumers, and in some cases, denying opportunities or services.

The issue that a democratic society must debate is whether the prize here — slightly more

efficient advertising — is worth the cost and the consequences. Mild-mannered limitations on

behavioral targeting that some are considering at present will not be enough to head off the

problems that loom. Consumers need substantive control over their data. We need to look further

down the road and build appropriate protections.

The stakes here are far greater than Internet advertising or the current model for Internet services.

We need to remember what was happening with credit reports before the FCRA. In a similar
manner, online and other forms of digital tracking will record the tiniest details, and these details

will be used to control, shape, and affect consumer activities in subtle and not-so-subtle ways.

This is what happened with credit reports, which have found other uses in spite of regulation.

The importance of non-credit consumer profiles in our lives will exceed the importance of credit

reports if the non-credit profiles are unrestricted. We need to develop regulatory protections that

will place limits on these activities before these practices become cheaper and even more
entrenched in business practices.
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B. Privacy Standards

We have a very good set of international privacy standards that were created originally in the
United States, that have been blessed in U.S. and foreign legislation, and that are perfectly

adaptable for present purposes. Those standards are Fair Information Practices (FIPs). For a short
history of FIPs, see Robert Gellman, Fair Information Practices: 3 Basic History.

The version of FIPs from the Organisation for Economic Cooperative and Development

represents the gold standard of privacy principles. The eight principles set out by the OECD are:

Collection Limitation Princi le

There should be limits to the collection of personal data and any such data should
be obtained by lawful and fair means and, where appropriate, with the knowledge

or consent of the data subject.

Personal data should be relevant to the purposes for which they are to be used

and, to the extent necessary for those purposes, should be accurate, complete, and
kept up-to-date.

Pu ose S ecification Princi le

The purposes for which personal data are collected should be specified not later

than at the time of data collection and the subsequent use limited to the fulfillment

of those purposes or such others as are not incompatible with those purposes and

as are specified on each occasion of change of purpose.

Use Limitation Princi le

Personal data should not be disclosed, made available or otherwise used for

purposes other than those specified in accordance with [the Purpose Specification
Principle] except: a) with the consent of the data subject; or b) by the authority of
law.

Securi Safe uards Princi le

' Robert Gellman, Fair Information Practices: 2 Basic History <http: //bobgellman.corn/rg-docs/rg
FIPshistory.pdf>.

< http: //www.oecd.org/document/18/0,2340,en 2649 34255 1815186 1 1 1 1,00.html>. There are equivalent

statements from the Council of Europe and from the Canadian Standards Association, but the differences are minor.
The Privacy Office at the Department of Homeland Security in 2008 issued its own Fair Information Practice

Principles that that match closely the OECD version. Privacy Policy Guidance Memorandum (2008) (Memorandum
Number 2008-1), <http: //www.dhs.gov/xlibrary/assets/privacy/privacy~ol icyguide 2008-01.pdf- . The DHS

issuance is noteworthy since it implements the first statutory reference to fair information practices in U.S. law.
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Personal data should be protected by reasonable security safeguards against such

risks as loss or unauthorized access, destruction, use, modification or disclosure of

data.

0 enness Princi le

There should be a general policy of openness about developments, practices and

policies with respect to personal data. Means should be readily available of
establishing the existence and nature of personal data, and the main purposes of

their use, as well as the identity and usual residence of the data controller.

Individual Partici ation Princi le

An individual should have the right: a) to obtain from a data controller, or

otherwise, confirmation of whether or not the data controller has data relating to

him; b) to have communicated to him, data relating to him within a reasonable

time; at a charge, if any, that is not excessive; in a reasonable manner; and in a

form that is readily intelligible to him; c) to be given reasons if a request made
under subparagraphs (a) and (b) is denied, and to be able to challenge such denial;

and d) to challenge data relating to him and, if the challenge is successful to have
the data erased, rectified, completed or amended.

Accountabili P r inci le

A data controller should be accountable for complying with measures, which give

effect to the principles stated above.

In 2000, the Commission issued its own incomplete version of FIPs. That statement of FIPs
appears to have been abandoned, and it should not be revived. We see no reason for the

Commission to deviate from the FIPs principles in general use around the world.

To be sure, the OECD version of FIPs principles may not be perfect. There may be a need to

consider, for example, whether there should be a principle addressing anonymity or

pseudonymity. Nevertheless, the principles as they exist today are broad enough and general
enough for the purpose.

Given the Commission's authority and its limitations, any time spent on developing revising

basic principles will not be constructive. The Commission should accept the full statement of
FIPs and move on from there. Having a workshop on the need to reconsider FIPs in a couple of

years is a reasonable idea, however.

3
Federal Trade Commission, Pvivacy Online: Faiv Infovmation Pvactices in the Electvonic Mavketplace, (May

2000), http: //www.ftc.gov/reports/privacy2000/privacy2000.pdf.
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C. Joint Regulation or Negotiated Regulation

Every time that the Congress or the Commission examines corporate privacy practices, a

panicked industry promotes the benefits of self-regulation as loudly as it can. We have seen a

long history of privacy self-regulatory efforts that go through a predictable life cycle:

l. A threat of privacy legislation or regulation sparks a new industry self-regulatory

effort.

2. The new or revitalized self-regulatory program begins with much fanfare and many

promises. The self-regulatory program blesses every current business activity and
condemns only those activities that are already illegal, not profitable, or not planned.

Much glitz, but there are actually few, if any, new meaningful privacy protections for

consumers.

3. As time passes and pressure for change dissipates, the self-regulatory program slowly

loses members and interest. If the self-regulatory standards inhibit new profitable

activities, the standards are weakened, ignored, or not enforced.

4. The self-regulatory program disappears entirely or remains only as a shell.

This cycle has repeated itself enough times to the point that we see no reason to continue to

attempt meaningful consumer protections through this mechanism. See, for example, the history

of the IRSG. We have seen the Network Advertising Initiative (NAI) go through this complete
cycle one time already, and are now seeing the NAI begin a second "self-regulatory cycle."~~4

A strange event in the privacy self-regulatory world has been the evolution of TrustE into a for

profit company. Whether TrustE was useful in its non-profit mode is an open question. However,

the World Privacy Forum does not see any way that self-regulation can be accomplished in a for

profit context where all of the revenues of the regulatory organization come from the ranks of
those who are supposedly being regulated. This is a problem for non-profit self-regulators as

well.

In the privacy arena, history demonstrates that self-regulation does not work. A major reason is
that self-regulation lacks tension. Regulation by business for business and for the principal

purpose of avoiding formal regulation cannot work for privacy. Consumers have no meaningful
voice, and attention by the Commission or other potential regulators is inconsistent and short.

Once the pressure is perceived as dissipated, there is no incentive for the self-regulators to

continue with their self-imposed discipline.

If the Commission wants to continue to find ways to improve privacy protections for consumers

without legislation or formal regulation, we suggest that it look for a new form of self-regulation.

Our proposal is forjoint regulation, a method of developing self-regulatory principles and

For a more complete discussion of the NAI and self-regulation, see World Privacy Forum, The Netwovk

Advertising Initiative: Failing at Consumer Protection and at Self Regulation, November 2007. <
http: //www.worldprivacyforum.org/pdf/WPF NAI report Nov2 2007fs.pdf>.
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structures based on formal participation by those who process personal information and those

who are the subject of personal information. In other words, any type of informal regulation

needs the tension that comes from having two sides struggling over the proper type of

protections. We see joint regulation as a form a negotiated rulemaking, but without having a

formal government rule resulting from the process.

In the future, the Commission should only recognize a privacy self-regulatory effort that relies

on joint regulation developed from beginning to end by representatives of both industry and

consumers. The effort should include some type of enforcement agreed upon by both sides.

There could be a role for neutral parties to play in the development or enforcement process. The

Commission, the States, and other governmental entities could also participate.

We are not sure that business will be interested in genuine joint regulation with consumers.

History shows that business is only interested in privacy regulation that it can control and
abandon. If one-sided privacy self-regulation is all that business will accept, then we urge the

Commission to end the charade and reject those privacy self-regulation efforts as badly

motivated, ineffective, short-lived, and offering nothing useful to consumers.

II. Consumer Expectations of Privacy in the Online and Offline World

The Commission asked for comments regarding consumer expectations of privacy with this

question: "Are there commonly understood or recognized consumer expectations about how

information concerning consumers is collected and used? Do consumers have certain general
expectations about the collection and use of their information when they browse the Internet,

participate in social networking services, obtain products from retailers both online and offline,
or use mobile communications devices?"

Many issues could potentially be discussed in relationship to this question, but we will focus on

just one area, which is the universe of activities surrounding direct to consumer marketing. We
believe significant consumer privacy interests are being ignored in this area, and that consumers

are in fact already experiencing a variety of harms. Consumers' expectations of privacy in

regards to their information and transactions are legitimate, but what consumers think is

happening to their information is deeply separated from the reality of current business practices.

Over the years, w e have watched as databases filled w ith consumer information gleaned from

offline and online sources have been compiled, exchanged, sold, and stitched together.

Marketing has changed with the times, and has become extraordinarily sophisticated. There is a

good deal of policy focus at the FTC and to some degree in Congress on the use of consumer
information in online behaviorally targeted advertising. There are legitimate reasons for concern

in this area. However, it must be said that online behavioral advertising is just one aspect of an

entire complex of consumer data collection, exchange, use, and reuse. The universe of this

challenging consumer privacy issue is large indeed, and is relatively untouched by any

meaningful regulation of any sort.
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At the 2009 Direct Marketing Association annual meeting this October, vendors and

practitioners discussed the latest advances in real-time consumer tracking, micro-targeting to the

individual, and data appending, with plentiful examples. Of note was the persistent emphasis of

merging online and offline information sources. Also of note was a strong emphasis on

predicting consumer behavior based on past behavior, or even on known relationships with other

businesses or other consumers. The discussions at this event generally typify the industry trends.

In the past, marketers focused on acquiring information about the customer. For example,

acquiring the age, gender, ethnicity, etc. of a customer was a prime goal. But now, demographic
information is just the beginning. Transactional information tied to individual consumers, sliced

and diced into scores and predictions, that is the newer model.

A marketing list called Consumer TransactionBase had this to say about why a list of 77 million

plus consumers was so valuable:

Transactional data can be leveraged by direct marketers to gain powerful insight into a

household's needs and wants. Through the examination of past spending patterns,

marketers are able to analyze and predict future purchasing behaviors.

Consumer TransactionBase compiles SKU-level transactional data from a variety of

online and offline retailers to offer a complete view of economically active

purchasing households. Additional uses for this detailed data set include modeling and

analytics as well as data enhancement.

Major applications include:
Book and Magazine Subscriptions

Club Memberships

Donation Requests

Financial Products and Services
Lifestyle and Interest-Specific Offers

Personal Services

Store Announcements

Travel Offers

The Consumer TransactionBase file is updated quarterly. Compilation comes from a

leading nationwide cooperative database of consumer purchasing activity. Company

and industry usage restrictions may apply. (emphasis ours)

What does all of this mean to consumers? If consumers simply go about their daily lives, are

cautious with their information, conservative with who sees their Social Security Number, shred

5 Consumer TransactionBase,

<http: //listfinder.directmag.corn/market;j sessionid=D111DD2A12BSCAE409CBCBE160539072?page= research/dat
acard&id = 267942> last accessed November 6, 2009. Screen shot of the data card from this date is available in the

Appendix of these comments.
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their bills and pre-approved credit card offers, use safe computing practices, and so forth, they

will still have detailed information about their private and in some cases professional lives

collected, bundled, bought, trade, sold, compiled, layered, appended, and in general, used in

various ways to target or to deny goods, services, and opportunities.

Right now, consumers do not generally know what is happening to them, and if they did, they do

not have sufficient rights to manage the information marketplace they find themselves in.

Regardless of how cautious and informationally conservative a consumer is, they do not have the

ability to live a modern life and avoid being systemically profiled. Consumer profiling is
currently unavoidable by the majority of consumers. We believe this truly defies consumer

expectations of privacy.

The sheer volume of profiling data already being exchanged about consumers can be seen in the

Experian Consumer Database. This database contains approximately 215 million consumers in
110 million living units nationwide.

The data card for the list states:

Target people by exact age, gender, estimated income, marital status, dwelling type,
families with children, telephone numbers and a variety of other selections. The vast

quantity of names on this database and its varied selection capabilities make this one of
the largest and most flexible lists on the market today.

The data card additionally states in regards to predictive targeting:

Experian's Quick Predict m o deling process is designed for marketers with small to

medium-size customer databases that are looking for a cost-effective modeling solution.

Quick Predict gives you fast results for acquisition, retention and cross-sell campaigns

and to enhance your market research efforts. of current customers. We run acquisition
models against Experian's extensive consumer data resources, providing you with a

steady stream of potential new customers.

Quick Predict segmentation uses either customer surveys, market research or observed
behaviors of your existing customers to create specific propensities (or scores) based on

your own objectives. The Quick Predict process matches your file to the INSOURCE

Database to determine households that behave like your target customers.

To take a concrete example of a data collection that most everyone can identify with, customers

at retail stores who are asked for their zip code do not understand that the zip code they are

offering leads to a universe of additional new information about them. This practice of "data
appending" in the retail environment is a significant point of data collection. While the zip code

may be acquired at the retail cash register, that zip code can be and in some cases is merged with

Experian Consumer Database, Nextmark ID 84312, Last accessed Nov. 6, 2009.
<http: //listfinder.directmag.corn/market;j sessionid=749F I DAB78232862B6E4A48F4C9A7120?page= research/data

card&id = 84312>. Screenshot of this data card is available in the Appendix of these comments.
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substantial amounts of other information, including information from other databases, which

may include offline and online information.

This sort data activity is often trivialized by those using the data. One frequently encountered

argument is that this data activity is fine, because consumers want better ads, products, and
services. But there is no good empirical proof that this is what consumers want. Beyond that, it is

crucial to understand that this profiling is not just being used to offer services and goods, it is

also used to deny consumers opportunities, products and services. This is especially problematic

when predictive analysis based on transactional data is used to categorize consumers.

N ote for example, the database of consumers who have disputed charges on their bills; certain of

these customers are put into a database that is marketed as "badcustomer." The badcustomer.corn

web site states: "Are your purchasing transactions being denied? Find out if you' ve been

blacklisted before it's too late." We have a question about identity theft victims — individuals

who have to dispute charges. Are they in this database? What services, goods, and opportunities
will victims of identity theft be denied because they are in this database? How many lists like

this exist that consumers don't know anything about?

We also note that to get off the badcustomer list, consumers must supply detailed information
online. How are consumers supposed to hear about every database list like this? How is

badcustomers.corn using the consumers' information after receiving it? Is this company doing

more than just taking people off of the bad customer list?

We suggest that consumer data collection is out of control, with no balancing consumer rights or
requirements for transparency to counterweight the collection and usage activity. As we

discussed in an earlier section of these comments, we believe the institution of a rights-based

approach that combines FCRA-like rights with additional Fair Information Practices rights will

address this lack of balance.

We also want to note that most consumers would be completely appalled to discover the ways

they are being categorized on marketing databases and lists, and appalled at the type of

information being sold about them. For example, on a recent search we found 18,684 marketing

lists containing the keyword "bad credit." We found 414 marketing lists containing the keyword
"impulse." We found 1,282 marketing lists containing the key word "mental problems."

These marketing lists contain millions upon millions of consumers, along with typically their

name, age, gender, income, state, and a great deal of other detailed demographic information.

Some lists also contain transactional information and merged information. These lists exist

outside of most regulatory structures; for example, many consumers often have a vague idea that
HIPAA will protect their health information no matter where that information exists. These

consumers would be horrified to learn that it is not unusual whatsoever to find highly sensitive

health information offered up for sale in these lists.

Note for example the MedNet Mental Health Problems list. We think that many of the consumers
named on this list are not likely to know they are on the list. We also think that many of the

<https://www.badcustomer.corn/blacklist.htm>. Last accessed November 6, 2009.
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consumers named on this list would like the option to delete their names and identifying

information from this list.

In this list, 2,985,634 consumers with "wide-ranging mental health issues" are identified,

including segmented categories of people with depression, poor memory, autism, eating
disorders, and other states this list identifies as "mental problems." The data card for this list

states:

"Mental health problems can create a significant burden on the afflicted individual,

making them extremely receptive to any campaign that may be able to offer some

assistance or relief."i~8

Returning to the issue of targeted marketing and how consumers purportedly like it, it is unlikely

that the caretaker of an autistic adult would be happy to know that this person is being targeted

because he or she will be "extremely receptive" to certain types of campaigns. We have included
a screen shot of the data card in the appendix of these comments.

We also think that some of the 6 million people on the Credit Card Declines marketing list would

like to know they are on a list of people who have been declined for major bank cards, and would

like the opportunity to delete their age, the age of their children, the gender of their child,

dwelling type, ethnicity, and other information from the list and databases associated with it.

There is an industry argument that consumers land on these lists and in these databases because

they have given up their information freely. This may have been true at one time, but it no longer

holds universally true. Consumers get on these lists just from conducting their lives; even the
most informationally conservative consumer can land on these lists. This completely defies

consumers' expectations of privacy. One example of this is the Passport to Credit — Newly

Activated Credit Cards list. This list of 18 million consumers is sourced from a credit card

transaction processor.

This dynamic database is sourced from a credit card transaction processor, not from the

source who issues the cards. You can select change of address, number of transactions,

number of credit cards, type of credit card and more! '

Some lists and databases are an assault on the dignity of the people named in the list. One list,
Fat Burner II, targets obese and morbidly obese consumers. The data card states: "These weight

watching consumers will try anything in hopes of being healthy."" Another list, Free to Me

Impulse Buyers, is targeted to people who made recent online purchases because they received

something free with their purchase. The data card states: "Free To Me — Impulse Buyers are very

MedNet Mental Health Problems, Nextmark ID 233893, last accessed November 6, 2009. Screenshot of this list is

available in the Appendix to these comments.
Credit Cavd Declines, Nextmark ID 138236, last accessed November 6, 2009. Screenshot of this list is available in

the Appendix to these comments.
Passpovt to Cvedit — Newly Activated Cvedit Cavds, Nextmark ID 257747, last accessed Nov. 6, 2009. Screenshot

of list is available in the Appendix to these comments.
Fat Burner II, Nextmark ID 206453, last accessed November 6, 2009. A screen shot of this data card is available

in the Appendix to these comments.
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quick to respond to offers that come in the form of contests, sweepstatkes, or other free products
and services."»12

The World Privacy Forum understands that businesses have a right to exist and to make money,

and that advertising and marketing is part of the marketplace. But we also believe that there is
not a reasonable balance right now between what data is being collected and used, and what

consumers can do to manage that data and their privacy. There are no perfect solutions, but we

think that a rights-based framework based on approaches contained in the Fair Credit Reporting

Act and on Fair Information Practices will address many of the problems and help create

solutions that are equitable for all stakeholders.

Respectfully submitted,

Pam Dixon

Executive Director,

World Privacy Forum

www.world r ivac forum. or

Fvee To Me — Impulse Buyers, Nextmark ID 271702, last accessed November 6, 2009. A screen shot of this data

card is available in the Appendix to these comments.
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consumer Trantactondate - l Malrlno Lln at Diren LlttFrnder ti re(09 1000 AM

ListFinder 2.0 » Return to Dirae;trnag.corn

Search ListFinder's 60 i000+ Marketing Lists

predict ail Markets : I I A l l Mtnlling Lists Find List

Consumer TransactionBase

Iderlbfy litcstyle trends and predct future spending patlemis Ihruugh s con'iprehensive datat'sse of consunler buying behavsors.

SEGMENTS PROFILE

77,183,523 Universe I Hate Rate 585.00,'hf N E XT frtARK ID. 267942

Unlinvfe d Use 5170.00 ihr MAR K ET. CONSUhfER

44,725,142 Apparel No charge +e
MEDIUM: dan

11,168,252 Children 9 Products Nc charge

2 Tf 4.483 Crafts and Hobbies No charge SQUPCE. BUYERS

10,935,778 Housenreres GEQ DO51ESTIC (US i

4.379.&59 Pets No charge
SELECTS

13,732,453 Sports snd Leisure
NQ3.993.345 Travel No chargi APP A REL

CH*RGE

DESCRIPTION NO
ARTS AND ANTIQUES CH*RGE

TrsrlsacUonal data carl bc leveraged by direct marfceters tu gain povrerful brsighf into a
huu9chold'9 needs and vvarlts. Thruughihe ertrbtbnafronuf ps9t sperlding patt rl'15 ilarft 'lars PFR ORDER

* NQ
CHARGE

are able to arlalyze arid predict fulure purchssng behsviurs.

NO
CHILDREN'5 PRODUCTS CHARGE

Ccnsunver TransaclionBase ccnipiles SKU navel Iraiisacdonal data froni a variety of online
arnf offbrle re1ailers to offer 0 con0rlete vtevr of econonvcsdy acgv purchasing households. NO

CRAFTS AND HOBBIESAdddiows uses for Ibis detailed data set include nsodeling snd arlalytics ss vveU ss data CHARGE
erlhancernenL

DOLLAR SPENT SY NO
CATEGORY CHARGE

Maior applications nrclude
NQ

Boob and frtagscrne Starscriptrons FOOD AND BEVERAGES CHARGE
Club MenlbershdFs

NO
Dcrlsborl Requests GIFTS AND HOLIDAY ITEfdS

CH*RGE
Finandsl Products snd Servces

NQLileslyle snd interest-Specific OUers HEALTH AND BEAUTY CHARGE
Personal Services

NOStore Announcements HOU SEYYARES
CH*RGE

Travel Offers
NO

METHOD QF PAYMENT CHARGE

The Consumer TransacborlBsse file is updated quarterly. Cowpllabon comes frow a leadirlg NUNIHER OF ORDERS NQ
MONTHLY CHARGEnabonivide coopeiatve datacase uf constaner purchasing sctnrily. Ccndsany snd ndusiry

u9age re91ricbor19 may apply. ONLINE AND QFFLINE NO
PURCHASES CHARGE

NO

mtp,',rlrnrmder direumao.corn (marner,lsetslonvd-bt I 1DD2rtt295Gtttdscacst 100524072'paoe-retearchydatacarddid-207902 Pane 1 nf 2
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txoeriail cdnatrmcr Databrnc - a Marlrhe L it ai Dlren LiitFihder 11rrs(os 10 04 Aaa

ListFinder 2.0 » Return to Dirac;trnag.corn

Search ListFinder's 60 i000+ Marketing Lists

elderly iui Markets : I I A l l Mtalling Lists Find List

Experian Consumer Database

Thas fife includes records onapproximately215 niaori consunsers in 110 niillioii iving units risturivvide. You cari derrrogrsphically segi1iei1I sriy
porbon of the list to reach the besI prospecls for your products or services.

SEGMENTS PROF I LE

215,0DD,ODD Universe I Bale Rate $ 2S.OD,'fat NE XTIatARK 1D. 843 1 2

21 S,DDD,ODO Total count Approx. POP ULARI TY. « c « 10 0

Base name arid addres~ $25 DO,'l.l M A R KET: CON 5 LlhlER

'ita C3 R
DESCRIPTION MEDIUhl: ceca sail aavae

Unprecedented depth of cotrevage, recency and accuracy SOURCE. PUBLIC RECORDS

GEO: DOMESTIC IUSj

This file includes records on approxiniately 215 miiion consumers in 110 million Irving unils SELECTS
nalionmde. You can dernographacsay segmenl any porbon of the list to reach the best
prospects lur your products or services. 2000 CENSUS DATAIMDRE

THAN 30 VARIABLES $2.00 iM
AVAILABLEi

BUSINESS Civaa'NERS S12.0D!M
Taryet people by exact age. gender. esbnvaled dicome, niarilsl status dwelbrig type, farnibes
vnth chidren, telephone numbers snd s variety of ether seieciions The vssl quantity ol DISCRETIONARY SPENDING

$1D. DD!Mnames on Ibis database snd its varied selecbon capabbbes make lliiserie of tive largesl snd INDEX

niosi flexible isis on lhe niarhet today. DYirELUNG TYPE $2.50 iM

ED UC AT IQ N $6.00 iM

ESTIhlATED AGE $5.00iiM
Test theae popufar consumer rnarhersegments.

ESTlhlATED INC DiilE SS.DO!M
• Young adults living al honie
• Married vavtli cfaldreri ETHNICITY S1D. OD!M

Affluent I«rig amis EXACT AGE S1D.OD!M
• Honseovvn era
• Active seniors FAMILIES Ya'ITH CHILDREN 0

$12.DD'M
TQ 15• Hrspanic Wing units

• Elderly Parenls living with Iheir chidren GENDER S2.50iM

GEOGRAPHIC S2 50iM

GEOGRAPHIC INCOhtE
$3.50 iM

PERCENTILE

Prime Pertormaaice hlodeling — exceptional market intelligence HOME BUSINESSES S12.0D!M

Prime Perfomiance Modeling " allcvas you lu niahe sourid marhebrig d csions for niure HOMED'iYNERS S1D. OD!M

eftrcierit customer scquislbon arid mraisgvraent strateyes. Qur Pnme Perlorniance Modelirig INDEX OF SOCIAL POSITION
SS.DOPMseries is coaiposed of rnodelrivg techniques built specifically lo improve cuslonier acqusibon FOR SMALL AREAS IISPSAI

siid loyalty csoipsrgns thai optimize the Oerfomssnce of curreiit cusioeiers lor cross-sell, up
s II snd resclivabon LENGTHOF RESIDENCE $3.50 iM

mtp,',rllurmdcr direumao.corn(maraca,laetalonad-bt 11DD2it1205GLtacscacst100534072'pane-retcarch rdatacarddld-04312 Paac 1 dt 3
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+ Q ht tp //www.oadcuitomer.<om/

coM

The One List You DON'T Want To Be On.

• s • I
i

• • e - •

No Problem! We Can Help You... Don't Worry! We Can Help You... Let Us Help You...

. Resolve Your Bilhng Disputes Get Off The List Prevent Chargehacks
• Protect Your Purchasing Power Restore Your Purchasing Power • Protect Your Merchant Account
Get The Results You Want Stay Off The List Ruuu e Fnerul/ Fraud

GET HELP NOW SEE IF YOU' RE ON THE LIST PROTECT YOUR BUSINESS NOW

6,108,403 RECORDS CURRENTLY ON FILE

WPF, Privacy Rotmdtables — Comment, Project No. P095416, p. 17



Bad Customer Search I www.badcustomer.corn

+ Q hi tps.//www.bad<ustomer.com/blacklist.htm

ncoM

Are Your Purchasing Transactions Being Denied?
FIND QUT IF You'YE BEEN BLAcKLIsTED BEFoRE IT's Too LATE

WHAT IS A CHARGEBACKP AM I ON THE IISTI/ GETTING OFF THE IIST
A chargeback is the process of disputing a Check your credibility as a responsible You can begin the process by entering your
transaction through your credit card issuing consumer so you may conduct busmess information m the form below Follow the
bank. Instead o f r equestmg a r e fund onlme without delay. Simply enter your instructions on the next page if you are
through the merchant a product or serwce information in the form below to see if you found in the database.
was purchased from, the transaction is are blackksted
reversed through the customer's credit card STAYING OFF THE IIST
company. Onhne busmesses mcur costly BIACKI ISTING REPERCUSSIONS lf you have a dispute you can't resolve with
fees and lost revenue with each and every If you are on the list,you could be prevented a merchant, you can fill out the form on the
chargeback This "friendly fraud" can put

from making purchases by merchants usmg Dispute Mediation page in the Consumer
people out of business the blacklist Center and we will resolve it for you If we

can't resolve it in a timely manner then you
can go ahead and dispute the charges with

your bank and you will not be added to the
Badcustomer corn blacklist
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saedNet Mental Heahl' problerhs - 1 Medley Ust at Oirect LIMFinder I I) sfd9 a o2 AM

ListFinder 2.0 » Return to Direr;tinag.corn

Search ListFinder's 60 i000+ Marketing Lists

rha otal problems Ail Markets : I I A l l Brtblring Lists Find List

MedNet Mental Health Problems

Suflerers of various rnrwnlsl problenls. 3IPN BROKER COMMISSION!

SEGMENTS PROFILE

2.985 634 Universe / Hate Rate $190.00IM N E x T MAIIK ID. 233893

15,D18 Artger e $10 00,'lrl P OPU L ARITY. « e~ 6 4

8,932 Anti-Soc al + $10.DO,'hl h! ARKET: CO NS UhlER

981 305 Anmely e $'IO.DO'I l
MEDIUM: had

999.671 ADD or ADHD e $10.D021rl

2,649 Aubsm $10 DO,'hl LIFESTYLE

6.511 Behavior r $10.00,'lrl QUESTIONNAIRE

GEO:35,694 Bipolar e $10 IXI'lrf DOMESTIC iUS}

2 096 204 Depression
SELECTS

244.387 Eating Disorders $'I 0.00'lrl
$7.00iM

19,310 Mood Swirtgs r $10.00,'Irl
COUNTY $5.00 iM

36,182 Lath of Sex Dnve $10 00'Irl
GENDER'SEX $1D. 003M

17,559 Poor Memory e $10.00,'M
GEO SELECT SS.OOiM

24,678 High Slress e $10 DOIIrl
INCOME SELECT S7.00iM

30 Dsy Huaine r $15.DO,'hl
SCF $5.00 iM

3 Month Holline + $10 00,'Irf
STATE $5.00 iM

6 Month Holline r $5.00314
ZIP $5.00iM

DESCRIPTION
ADDRESSING

hledNet has broughl together Nrs group of ittdrvidurds wiN wide-ranging ntorttal Iteallh KE Y COD I NG $3.0O~M

issues. The list, sourced through ittternoI surveys is delectable by specific discrder or CARTRIDGE SSO.DOiF
plotdens to effectively reach a desired targel ntsrhet. Mental health problems can cradle a
stgrtiftcard burden or> Iftv afflicted indrvldual, ntasn'ry them eatrensafy receplrve to any CD ROIrf $50.00.iF

canipaigi'i that n'dly bi able Io offer sonv sssrstarlce or relief. DISKETTE $50.0oiF

EhfAIL $50.00IF

RELATED LISTS FTP $50.00iF

PIS LABELS $15.00!M

2. a

3. AMEivdcfstB.ZJJBLIS
4. ALTERNATIVE AND NATURAL REMEDIES

5.
6.

mtp,',rlrnrmder diremmao.corn (marttet,!sessrnnd-72442FAsc I45495E IF214ssdcor2F09srpaoe-research, datacardstd-233493 Pane I nf 2
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cREDIT cAILD Drcces3ts - a Mmimo Iasc ai Direcc LiscFmder 11!GFG9 7 54 AM

ListFinder 2.0 » Return to Directmae.corn

Search ListFinder's 60 3000+ Marketing Lists

had credit Ail Markets : I ! A l l Brialling Lists Find List

CREDIT CARD DECLINES

No crediL bsd credt or too much credit is the reason these individuals have been turried down for s nsajor bsiW's credt card. The Credit Card
Declines consumers sre eager lo prove their credit sssstlvness. They are sn ideal audience for secured credl cards, psy as you go arid debt
consolidabon ofl'ers. These consunters sre knovsn to be very direct nsail responsive to offers that will help mam get started building or rebuildktg
ther credit today! The age ranges on the Credit Card Dedines file are lrorn 21-55. Ther average incomes sre $40Ke. Selects Bke honieuvnter
and length ol residence along with preseisce of child en should help your rnailers reach their rserst best customer.

SEGMENTS PROFILE

6.050.IXIO Universe I 8ate Rab.. $100.00i M NEX TMARK ID. 138236

220.IXXI Monthly Hutldie e $20. OO,'Iit POPULARITY: ~a~ 9 ' f

660 IXXI Last 3 Months e $'I S.DO,'ld MARKET. CONSUhlER

I 320.000 Last 6 months e $15 DO,'lit H R
h'EDIU91: hra nerve

2.640.DQO Last 12 Moruhs No charge

3.960.DOO Last 18 Months No cltarge SOUR'E MAIL'TELEh'IARKETING

GEO: DOblESTIC (US I
D ESC RIP TI ON

GENDER. 50% FEhlALE 5CPIG hlALE

INCOhtE. 40,000
No clcchl bad L i i :cfll of lo() Dinch cfcdll Lii lhc fi.Jscin lbs. ic iiidividudls Iiave

been tumed dosvn for a major bank'» credit CJrd. Thc ( rcdn ('Lvd Declines
SELECTS

ccsns OITTc rs Jfc eilgi:r lo pret vc their credit worthiness. Ttteu are an Idc J I
NO

audience for secured credit CJrtls. Pay Js ) ou go and debt consoliddtion 12 h'IONTH HOTLINE
CHARGE

offers. These consumers are kmisvn to bc very d i rect mail responsive to
3 MONTH HOTLINE $15.DD!M

otters lhal ssill help them ct slai1;d building or rcbuildin their credit today!

Thc agc ranges on lhe ( ' rcdil ( ' srd Dcc!inch Iilc are Iron> I -55. Their 6 MONTH HOTLINE $15.DD!M

average ines>mcs are $40!r'  . selects like homcosvncr Jnd length o(residence AGE 55.00 iM

along Nith presence ot «hildrcn shouhl help your mdilers rcdch tllcir nexl AGE OF CHILDREN SS.OOiM

ticsl custoitler. CHILDS AGE RANGE
SS.ODiM

SELECT

COUNTY SS.ODiiM

DWELUNG TYPE 55.00 iM

ETHNICITY Ss.ooiM

GENDER OF CHILD SS.OOiM

GENDER'SEX Ss.QDiM
- There is a minimum quantity requirement for renting this list.

GEO SELECT SS.OOiM
- Net namo is available (please inquire!)
- Exchange is not available on this list. HOME OWNER 55.00 iM

. Reuse and telemarketing is available (please inquire!) HOUSEHOLD INCOME
Ss.ooiM

- Cancellation fee applies (please inquire for more information) SELECT

- Sample mail piece required with every postal order INCOME SELECT Ss.QDiM

mcp,',riiormder direnmag.corn (manrec,lsessroned-72442FAGc 145495E IF214ssscor2FD9srparre-researcrs, dacacardaid-13823G Paae I dr 2
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eA55FDRT To CREDIT - MEALY ACTIVATED CREDIT CARD5 - 4 Mahnq List ac Dtrecr Ustflnder ll)qtq9 7 57 AM

List Finder 2.0 ) ? e Irh Irl l I I m

Search ListFinder's 60,000+ Marketing Lists

bad <redd ' Al< Markets , At l slarhnq Usts I I rl d L I 5 I 5

PASSPORT TO CREDIT - NEWLY ACTIVATED CREDIT CARDS

The Passparl to Credr. Newly Achvated Credrl Cards consurrers here have all been issued a new crerat card They nave Ital called lo
achva'.e thar new credrl card and they are now remty lo slart spenrang.

ieI l o re In forMation Ce a Pr i c e Quotr

SEGistENTS PROFILE

18,000.0IXI Urrverse I Ba:e Ra:e $100 00rIM NEXTMARK ID 257747

12,500.000 Last 12 Monqrs MARKET: CONS LluER

1,500,000 Average Marrnly Hollne + $10.0G iM Fl
Ie'I E D I L' M

DESCRIPTION
SOURCE' DIRE C T RESPONSE

The Passport to Credit — Newly Activated Credit Cards consumers
GF. O DOM STIC (VS)

lhere have all been issued a new credit card. They have just called to
activate their new credit card and they are now ready to start GENDER 50'%%d =EMAI E 4055 hIALE

spending. You can select by bank card, retail or gas credit card to INCOI75: W.000
target the audience you are trying to reach. These are ready to use SPENDING $15 0 .00
their credit cards to buy many di fferent products and services.
Studies have shown that consumers typically charge up to ': of their SELECTS
approved credit limit within the first 3 months their credit cards have

AGE $5 IXI'h1
been issued. Plus, they are known to k eep their c redit in good

$10. 0G'Mstandingu They are a perfect audience for many o ffers but are a GE NOERi'SEX

lparticularly good rnatch for fundraisers. They are feeling generous GEO SELECT $5 IXI~M

with their new found "wealth". The monthly hotline select has always INCOblE SELECT $10.0G'M

been known to be t h e o ne t h at d e l ivers the best results. When LIFESTYLE SELECT '$20 0G'M
combined with a known buyer AND a credit card, this should be a

RECENCY $10.0GiM
home runl You can target consumers who have one of each type of
credit card or any combination your mailer needs. This dy namic RVN CI.U5RGE $15.0G'M

database is sourced from a cr edit card t ransaction processor, not RVSH CHARGE $20 00'M

from the source who issues the cards. You can select change of SHIPPING - 2 PAY $15 00'Irs
address, number of transactions, number of credit cards. type of

SHIPPING - OVERNIGHT $20 00'M
credit card and more! Be sure to include the Passport to Credit
Newly Activated Credit Cards file in your mailers nextfundraising,

ADDRESSING
catalog. magazine, book, apparel, retail and credit, insuranceifinancial
or multichannel marketing campaign. KEY COOING $5.00 iM

CD ROM $50.0G'F

DISKETTE $50 0+F

EMAIL $50 00'F

FTP $50, 0(P F

i el l o r e I n fo rmat io n Ge a Pr i c e iu o t r

ta 2qat Pvrssrr Lvrda urc. tunas I Est~a d a l t r I ~ I Ea2U Isrutrsrds I Est~rsttescxsua I Etidss25dsa I huaaatltsu

e~~v Itexulark

mtp,',rllurmder dlreumaq.COm(market,iferaland- t 2AB2FAcrcl45495Elf214BBBNF2FD9qrpaqe-rerearth, datatardatd-257tst Paqe I af I
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FAT ELutNER u - a Madlne List at Direct Llstptn<ser I I) GF09 9 55 AM

List Finder 2.0
Search ListFinder's 60,000+ Marketing Lists

omlc alt>It i<it an 'un l i t <I Util

FAT BURNER II

Ii oc dnl tonsnoto cvmuncts lmv. el pvthmcd or n tamnocd to e sot<ay tetpcom> os«so «<I mott«sr oh<de oonsunn<o It<em dt ltrs

eo Greet prospects lor el dv I pnusttoe Ihd otwr hMlh 5 tstlnlvel products these wc<oui woldtv<0 tons~ to usl lty en>thug h hopes ol
ha'dq hulhiy aud<ad liam dr<is tv<pan>a dyvm ra> vd Iha iisant<K naw runma va add<d daily wvustt uid nmilNy, pta<idrq a Iyaldt

sam<a al dtacl taspvisu dam

SEG MElo TS PROF ILE

2000000 Vnr n.e ' LC>l Hol. 515000%> t>EK IAA>tts ct 2 In<as'I

1500IK< >Aonhtl I YJ>< IAA R lrr;

I 000000 Last12Mv'ths CONsclMER

DESCRIPTION Ltso>AM.

WVHCE. SLMVLY

GEO DOMESTIC FUSI

rhv<r dicf r«nmiwuv run<uitcrr< hnvr nll pa r<du<cd ur r r<pundrd t« « < n t <ev SELECTS
rutdimnd tthvtr d t id m< u h idh' < dt<'rd «mtumrrs. fh rt r rh iv i vs u r < d r r n t

50 oo<M
pr<»pm>< pnv nlf dir t p t«d«i 'l l und «rhie thtwffth 4 untrt'll'nuuf prnn'uric, T l t r< r

h<rlehf hwfi htuo i «utumvrv h' ll) fr I dtl i fhlu u In ht put it l Pr>ne hrdh'llr.
C/KDIT CARD 510. 00<M

GLO SELL<; I lo 00<M

5«<tv<cd Pram dt'rcrf rd<p«n<r. dirn f mn<2 end thc hvrrtwrc n rm n«mr< urr IW DIAL SELFGI 55 IK<M
uildrd dillltt trvrhh dail muil(Alit p m</dtnt t d firth «<urn<' u/ dlrrif r<'vluitiid

PHONE NUIOIER 5«L IKIM
illIfu

ADDRESSING

KEY CMIII>G 52 oc>M
5«ilrl Yr DD ROM c2500<F

itasca l>lrrrt it<tlptnrtr uud Sun<'I I'I Is K L I I L 525 rcu>

EMAIL 525 oon$n'mhi n rn<fudnt

Aumr Z .I ddt<va'lut<tmrrl<ructrdpht<EIrdlf 525 00<F

( «nf«Phnttr«rfr,

ac<it«i<i<i iiilrd ( iiil c,

I'iXnnin d Vidn'fnutul ( ' iwp:uiin , I f ' r idhf i« tv p»n«Aw<. <I,'Irtnuftr< l l<"dlh,

r> il'I<'I .Iluhtdmtlr <5 Sn r<T>l (Jvh'l1, i'ti

FIELATEO I.ISTS

1

2 c

Lrimp tdollttousltdtoscstaty
5

o S52ENIS<GSTTTOLTTQT
I

0
9

10

a a>o I rmlm Nvun irn. Iaata I Pat>mao<I~ I ENSNKIA I Cxbcu4ma I E>taamsLZaltms I saaceda> I IetsoadJSa

mtp,',nlmtmdar dlrcmmao.corn (marhot,iscsslonKI-DI I IDD241255GLEs09cac551505340 r2'pa<>c-research i'datacarddld-20G453 Paoc I ol I
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